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Rapid Spanning-Tree Protocol
TOPOLOGY
e 5x2950 (Layer 2 Switches)

These exercises utilize build on the previous ones used in the last class sessions.
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Lab Exercise 1: Rapid Spanning-Tree Configuration
Equipment Involved: SW1, SW2, SW3, SW4 & SW5
STEP 1: Verify 802.1d STP Operation on SW1
e Double click on SW1 to open the command line interface window

e Press <enter> to get to user exec mode
e Type en and press <enter> to go into privileged mode (no password required)
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SWléshow spanning-tree it
VLANOOOL
Spanning tree enzbled protocol ieee
Root ID Priority 24577
Lddress 0050.0C50.D438
This bridge is the root
Hello Time 2 sec Max Bge Z0 sec Forward Delay 15 sec
Bridge ID Priority 24577 (priority 24578 ays-id-ext 1)
Lddress 0050.0C50.D438
Hello Time 2 sec Max Rge Z0 sec Forward Delay 15 sec
Aging Time 20
Interface Bole Stz Cost Prio_Nbr Type
Pzl Desg FWD 15 128.25 Shr
Fals1 Desg FWD 18 1z28.1 BEIp
Fal/s2 Desg FWD 15 1lzg.2 Eip
Fals3 Desg FWD 18 128.3 BEIp
FalOs4 Desg FAD 15 128.4 BEip
PoZ Desg FWD 15 lzg.2% Shr 3
SWlg 57
Copy l [ Paste
A o

o Type the word show spanning-tree to display the current 802.1d settings for SW1

o Note the fact that STP is enabled and running (spanning tree enabled protocol ieee), which
indicate a traditional Spanning-Tree operation (802.1d)

o Notice that the this bridge/switch is the root switch (This bridge is the root)

All of the ports are in forwarding mode

o The typical timers for 802.1d are displayed:

o

= Hello: 2 seconds
= MaxAge: 20 seconds
=  Forward Delay: 15 seconds

e All of the displayed information indicates that Spanning-Tree Protocol is running as expected, in 802.1d
mode

STEP 2: Change the Spanning-Tree mode on SW1 to Rapid Spanning-Tree
e Double click on SW1to open the command line interface window

e Press <enter> to get to user exec mode
e Type en and press <enter> to go into privileged mode (no password required)
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Press RETURN to get started.

SWlren

SWlfconi t

Enter configuration commands, one per line. End with CHTL/Z.
SWl{config)#spanning-tree mode rapid-pvst

SHli{config)

Type config t to enter global configuration mode

Type spanning-tree mode rapid-pvst to change from STP 802.1d to RSTP 802.1w
Type exit to return to privileged exec mode

Execute the show-spanning tree command again to verify the changes
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SWlfshow spanning-tree

VLANOOO1
Spanning tree enabled protocol rstp
Boot ID Priority 24577

Lddress 00590_0C50.D438
This bridge is the root
Hello Time 2 sec Max Age Z0 sec Forward Delay 15 sec

Bridge ID Priority 24577 (priority 24578 sys—id-ext 1)
Lddress 0090.0C50.D438
Hello Time Z sec Max Age Z0 sec Forward Delay 15 sec
2ging Time Z0

Stz Cost Brio_Nbr Type
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Notice that the indicator that Spanning-Tree is functional has changed to the phrase protocol rstp from
protocol ieee

Almost all of the other settings appear unchanged

Type copy running-config startup-config (or wr mem) to save the configuration to memory

When finished, select File > Save on the main Packet Tracer screen in order to save your changes in the
simulator file

STEP 3: Explore the Spanning-Tree Settings on SW2

Double click on SW2 to open the command line interface window
Press <enter> to get to user exec mode
Type en and press <enter> to go into privileged mode (no password required)
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TR T SIT TSI T
VLANOOO1
Spanning tree enabled protocol ieee
Boot ID Briority 24577
Rddress 0050.0C50.D436
Cost 13
Port 25 (Port-channel 1)
Hello Time Z sec Max Age Z0 sec Forward Delay 15 sec

Bridge ID Priority 32769 (pricrity 32768 sys-id-ext 1)
Zddress 0001 _5&7e_ 572D
Hello Time 2 sec Max Age Z0 sec Forward Delay 15 sec
2ging Time 20

Interface BEole 5ts Cost Prioc.Nbr Type
Bip
Bip
Bip
Bip
Bip
Shr
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Type show-spanning tree and press <enter> to display spanning-tree data on SW3

You will notice that nothing has changed on SW3, and that it is still running in 802.1d STP mode
(protocol ieee). This is because switches attached to 802.1w Rapid Spanning-Tree switches run in
compatibility mode, using the older protocol on those links

Type config t to enter global configuration mode

Type spanning-tree mode rapid-pvst to change from STP 802.1d to RSTP 802.1w

Type exit to return to privileged exec mode

Execute the show-spanning tree command again to verify the changes

Type exit to exit configuration mode completely

Type copy running-config startup-config (or wr mem) to save the configuration to memory
When finished, select File > Save on the main Packet Tracer screen in order to save your changes in the
simulator file

Repeat the process for all other switches



STEP 3: Simulate a link failure on SW4 to demonstrate the more efficient convergence process

e Double click on SW4 to open the command line interface window
e Press <enter> to get to user exec mode
e Type en and press <enter> to go into privileged mode (no password required)
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I0S Command Line Interface
SW3 Fas 0/3 173 5 2350 Fas 0/5 o
S¥W4fsh =p
SW4$sh spanning-tree
VLANOOOL1
Spanning tree enabled protococl rstp
Boot ID Priority 24577
Zddress 0050.0C50.D43¢6
Cost 15
Port 1 {FastEthernetl/1)
Hello Time 2 sec Max RZge 20 sec Forward Delay 15 sec
Bridge ID Priority 32785 {priority 32768 sys—-id-ext 1)
Zddress 0000_0CBS_3E36
Hello Time 2 sec Max RZge 20 sec Forward Delay 15 sec
2ging Time 20
Interface Bole Sts Cost Prio.Nbr Type
Fal/s1 Root FWD 19 1z8.1 BZp
Fal/Z Desg FWD 1% 1z8.Z2 Bip
Fal/3 21tn BLE 1% 1z8.3 Bip =
SW4g hd
Copy ” Paste

¢ Type show-spanning tree and press <enter> to display spanning-tree data on SW4 (see above)
e Notice several settings that indicate that SW4 is successfully running in RSTP mode:

o Running protocol is RSTP (Spanning tree enabled protocol rstp)
o Fa0/3is in blocking mode but is designated as an Alternate Port (secondary root port)
o Link types are identified as point-to-point (P2P)

e Type config t to enter global configuration mode
e Enter interface configuration mode on the Fa0/1 root port using the command Type interface fa0/1
e Type shutdown to simulate a link failure

o Type exit twice to return to privileged exec mode
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SW4ren

SW4gcont t

Enter configuration commands, one per line. End with CNTLAZ.
SW4iconiig)#int £20/1

SW4 (config-if) #shutdown

% LINE-5-CHANGED: Interface FastEthernet0/1, changed state to administratively do
WI

SLINEFROTO-5-UPDOWN: Line protococl on Interface FastEthernet0/l, changed state t
o down

SW4 (config-if) fexit

SW4 {config) fexit

%5¥Y5-5-CONFIG_I: Configured from conscle by conscle

SW4t

e Quickly execute the show-spanning tree command again to show the settings during the convergence
process
e Note that the change to the new root port and the update process is remarkably brief

[ swa T . ]
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o down
S5W4 (config-if) §~Z
%5¥Y5-5-CONFIG I: Configured from consocle by console
SW4¢sh spanning-tree
VLENOO0DL
Spanning tree enzbkled protocol ratp
Root ID Priority 24577
Eddress 0030 _.0C50.D438
Cost 13
Port 3 (FastEthernet0/3)
Hello Time 2 sec Max Rge Z0 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Eddress 0000 _0CB5.3E38
Hello Time

sec Max Age 20 sec Forward Delay 15 sec

<
Aging Time Z0

Interface Role S5ts Cost Brio.Nbr Type

Desg FWD 13
BEoot FWD 1%

e Restore the fa0/1 interface to service using the no shutdown command



o Type exit to exit configuration mode completely

e Type copy running-config startup-config (or wr mem) to save the configuration to memory

e When finished, select File > Save on the main Packet Tracer screen in order to save your changes in the
simulator file

Lab Exercise 2: Per-VLAN Spanning-Tree Configuration
Equipment Involved: SW1, SW2, SW3, SW4 & SW5
STEP 1: Create two additional VLANSs on all switches

e Double click on SW1 to open the command line interface window

e Press <enter> to get to user exec mode
e Type en and press <enter> to go into privileged mode (no password required)
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Press RETUERN to get started.

SWl>en

SWlfconf t

Enter configuration commands, one per line. End with CHNIL/Z.
SWliconfig)&vlan 11

SW1l (config-vlan) $#vlan 111

SWli{config-vlan) fexit

Wl {config) $exit

m

£5¥5-5-CONFIG I: Configured from conscle by conscle
SWlg =

Copy ” Paste

e Type config t and press <enter> to enter global configuration mode.

Create an additional VLAN on SW1 using the command vlan 11

Create another VLAN on SW1 using the command vlan 111

Return to privileged command line mode by entering exit twice

Execute the show vlan command to display all configured vlans, verifying that VLAN 11 and VLAN 111
appear in the output
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I10S Command Line Interface

1 default

11 VLANOO11l
VIANO111
fddi-default
token-ring-default
fddinet-default
trnet-default

100001

100011

100111
1002 enmet 101002
--More--

Status

active

active
actiwve
actiwve
actiwve
active
active

Barent BRingMo BridgeNo

EoZ

Fa0/8&, Fa0/7, Fa0/B
Fa0s10, FaOs1ll, Fal/l1Z
FaO/14, Fa0/f15, Fa0/1&
Fal/18, Fals1l%, Fal/z0
Fal/2Z, Fal/f23, Fal/i4

BrdgMode Transl TransZ

Copy H Paste l

Type exit to exit configuration mode completely

e Type copy running-config startup-config (or wr mem) to save the configuration to memory

When finished, select File > Save on the main Packet Tracer screen in order to save your changes in the
simulator file

Repeat the process on SW2, SW3, SW4 & SW5 so that the same VLANs exist on all switches in the
domain

STEP 2: Explore the changes created by separate Spanning-Tree instances for each VLAN

e Double click on SW2 to open the command line interface window
e Press <enter> to get to user exec mode
e Type en and press <enter> to go into privileged mode (no password required)
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RR— R— -
Fal/s2 FWD 1% BZp
Fal/3 FWD 1% Eip
Fal/4 FWD 1% Eip
Fa0/5 FWD 1% Eip

VLANO111
Spanning tree enabkled protocol rstp
Boot ID Priority 3287%
Lddress 0000.0CBS.9ESE
Cost 15
Port 4 (FastEthernaetl/ 4)
Hello Time 2 sec Max Rge Z0 sec Forward Delay 15 sec

Bridge ID Priority 32878 (priority 32768 sys-id-ext 111)
Bddress 0001_.967€_974D
Hello Time

2 sec Max REge 20 sec Forward Delay 15 sec
Bging Time 20

Interface Role S5ts3 Cost Prio_Nbr Type

Desg FWD 15
Desg FWD 135
Desg FWD 135 -

Copy H Paste ]

Type show spanning-tree and press <enter>, and press the spacebar to scroll down the output. Notice
the following:

o Aseparate Spanning-Tree instance is running for VLAN 1, VLAN 11, and VLAN 111 respectively
o SW1 is the root switch on the all STP instances
o SW2 s running in RSTP mode

Change the bridge priority for SW2 on VLAN 11 by entering the command spanning-tree vlan 11 root
primary

()
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105 Command Line Interface

T S
%5Y5-5-CONFIG_I: Configured from consocle by console
SWigsh spanning-tree vlan 11
VLANOOL11
Spanning tree enzhled protocol rstp
Root ID Priority 24587
Lddress 0001.987&.37AD
This bridge is the root
Hello Time 2 sec Max Rge 20 sec Forward Delay 15 sec

Bridge ID Priority 24587 (priority 24576 sys-id-ext 11)
Lddress 0001.967&.37AD
Hello Time 2 sec Max Rge 20 sec Forward Delay 15 sec
Aging Time 20

Interface Role Sts Cost Prio_Nbr Type

Bip
PZp
BEZp
Bip




e Verify that SW1 is still the root switch on VLAN 1 by typing spanning-tree vlan 1
e Verify that the phrase This bridge is the root is not present and that the MAC address of the root bridge
is not the same as SW2

r 0000000000000 B
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T == TIEE—TI=II T

VLANOOOL1
Spanning tree enzsbkled protocol rstp
Boot ID Priority 18385

Lddress O00L_F323.02CD

Cost 13

Port 3 (FastEthernet0/3)

Hello Time 2 sec Max Zge 20 sec Forward Delay 15 sec

Bridge ID Priority 32789 (pricrity 32768 sys-id-ext 1)
2ddress 0001 _967&_37AD
Hello Time 2 sec Max ARge 20 sec Forward Delay 15 sec
Aging Time 20

Interface Bole Sts Cost Brioc.Nbr Type

Bip
Bip
BZp
Bip
Shr

-1
-2
-
-4
-5
-

Copy H Paste ]

e Type copy running-config startup-config (or wr mem) to save the configuration to memory
e When finished, select File > Save on the main Packet Tracer screen in order to save your changes in the
simulator file

Lab Exercise 3: Voice VLAN Configuration
Equipment Involved: SW4
STEP 1: Add an IP Phone to the Lab Layout

& ar O >

End Devices

Ao F =

e Locate the Devices dialog on the lower left-hand corner of the screen (see image above)
e Click on the End Devices Icon to display endpoint devices that you can add to the network
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e Locate the IP Phone device on the devices menu (as displayed above), place the mouse over it, and click
to drag the IP Phone next to SW4 (see below)
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e Locate the IP Phone device on the devices menu (as displayed above), place the mouse over it, and click
to drag the IP Phone next to SW4 (see below)

e Next, create a connection between the IP Phone and SW4 by selecting the connections menu by clicking
the straight-through cable

e Place the mouse over the IP Phone and left click over it, which will reveal a drop-down style menu with
two selections, Switch and PC; select Switch

e Finally, move the mouse over SW4 (a line will start to drag from the IP Phone, this is normal), and left
clock on SW4, which will display a drop-down style menu similar to the IP Phone. This time select Fa0/4
as the port

e When finished, select File > Save on the main Packet Tracer screen in order to save your changes in the
simulator file
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STEP 2: Configure the Fa0/4 port for Voice & Data VLAN Operation

e Double click on SW4 to open the command line interface window
e Press <enter> to get to user exec mode
e Type en and press <enter> to go into privileged mode (no password required)
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e First, verify the presence of the IP Phone by executing the show cdp neighbors command from
privileged mode on the CLI

e Verify the connection by finding the entry for IP Phone (as displayed above)

e Type config t and press <enter> to enter global configuration mode
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e Enter interface configuration mode by entering the command interface fa0/4 and press <enter>
e Set the port to access mode using the interface command switchport mode access

e Specify VLAN 11 as the data VLAN for the phone by using the command switchport access vlan 11
e Set voice traffic to use a separate VLAN by typing the command switchport voice vian 111

e Return to privileged command line mode by entering exit twice

e Type copy running-config startup-config (or wr mem) to save the configuration to memory

e  When finished, select File > Save on the main Packet Tracer screen in order to save your changes in the
simulator file
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SW4¢sh interfaces fal/4 switchport s
Name: Fal/4

Switchport: Enakled

Bdministrative Mode: static access

Operational Mode: static access

Bdministrative Trunking Encapsulation: dotlg
Operational Trunking Encapsulation: natiwve
Negotiation of Trunking: On

Administrative
Bdministrative
Administrative
Rdministrative
Administrative
Bdministrative

private-vlan host-assocciation: none
private-vlan mapping: none

private-vlan trunk native VLAN: none
private-vlan trunk encapsulation: dotlg
private-vlan trunk normal VLANs: none
private-vlan trunk private VLANs: none

Operational private-wlan: none

Trunking VLANs

Enabled: ALL

Pruning VLA&Ns Enabkled: 2-1001
Capture Mode Disabled

m

1

Copy H Paste ]

e To verify the correct port settings, enter the command interface fa0/4 switchport and press <enter>
e Inthe command output, look for Access Mode VLAN 11 and Voice VLAN 111 to verify correct
configuration

e Alternatively, you can use the command show running-config and look at the specific output under
interface fa0/2
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interface FastEthernetl/ 32
switchport mode trunk
1

interface FastEthernetl/ 4

switchport access wlan 11

switchport mode access

awitchport wvoice
1

interface FastEthernetl/ 5
switchport mode trunk
1

interface FastEthernetl/&

gwitchport mode trunk
1

interface FastEthernet0/s7

gwitchport mode trunk
1

interface FastEthernet0/8
gwitchport mode trunk
--More--—

Copy H Paste ]




